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Abstract

The pumber of internet wusers grows along with the number of cvbercrimingls, who appear to be
transferring traditional stealing to the digital arena. Computer crime in Nigeria has evolved into a
perplexing, if not the most difficult crime, with a projected financial loss of N250 billion (3649 million) in
2017 and N2&& billion (3800 million) in 2018 in Nigeria, both voung and old adults commit cybercrime;
nonetheless, younger engagement, especially among those in higher education, is frequently linked to
high levels of poverty, unemployment, insufficient cybevcrime rules, and diminished social impact. This
paper explores the relationship between poverty and youth engagement in cybercrime in Nigeria. Due to
the nature of the investigation, secondary data and qualitative analysis methods were used. The results
showed that teenage involvement in cvbercrime is influenced by poverty and a lack of necessities of life.
Also, it was found that youth involvement in cybercrime is significantly influenced by jobless and peer
influences. The study suggests that the Nigerian government at various levels should provide basic
facilities, enhance its cybercrime laws and policies, and retrain its social agents.
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Introduction

High rates of poverty, the desire for riches, and inadequate security or among other factors, have
been viewed as having combined to raise the rate of cybercrime among adolescents in Nigeria,
constituting a serious concern for the nation (Bello, 2017). In the digital age, cybercrime is one of the
biggest, most confusing, and possibly the most complicated problems. Cybercrime is the use of illegal
activities committed using electronic, computer, and auxiliary equipment. It includes email bombing,
virus dissemination, network traffic interruption, identity theft, computer hacking, and internet scams.
Similarly, cybercrime comprises all sorts of crime done through the use of the internet. They are also
known as online fraud. This entails presenting false solicitation to potential vietims through one or more
internet-based tools, including chatting and faxes, among others, or using them to defraud people or
businesses. Information and communication technology (ICT) is used by cybercriminals throughout the
continent to perform an infinite number of crimes that have caused and continue to cause many
enterprises on the continent to fail (Ufuoma, 2020).

According to data from the Nigeria Multi-Dimension Poverty Index (2022), This survey was a
collaborative effort between the National Bureau of Statistics (NBS). the National Social Safety-Nets
Coordinating Office (NASSCO), the United Nations Development Programme (UNDP), the United
Mations Children's Fund (UNICEF), and the Oxford Poverty and Human Development Initiative
(OPHI). The survey, which sampled over 56,000 households across the 36 states of the Federation and
the FCT, was conducted between November 2021 and February 2022, and provides multidimensional
poverty estimates at senatorial district level. The highlights of the 2022 Multidimensional Poverty Index
survey reveal that:63% of persons living within Migeria (133 million people) are multi-dimensionally
poor and The National MPI is 0.257, indicating that poor people in Nigeria experience just over one-
quarter of all possible deprivations. This indicates that poverty rates have been rising, In addition, it is
believed that the majority of Nigerians still live in squalor, and the country's rising rate of poverty has
also been cited as a major contributing reason Lo the rise in cybercrime activities. This is based on the fact
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that the nation's poverty index is still on the high side. Hassan et al (2012), Opined that those who
participate in these illegal operations are frequently said to be struggling to make ends meet and turn to
cybercrime as their only option. More than eighty per cent (80%) of Nigeria's e-businesses are
vulnerable to cyber-attacks as a result of the alarming increase in ¢ybercrime occurrences and the
financial consequences that follow, endangering their existence.

Also, it has been noted that one of the main factors contributing to Nigeria's rising rate of
cybercrime is the country's skyrocketing vouth unemployment, which is demonstrated by the fact that
most cybercrime perpetrators are young people who lack jobs. According to Aborisade (2009). five
undergraduate students from the Universities of Abuja and Port Harcourt were detained by the Nigerian
Police for allegedly utilizing the internet to access the websites of several banks and moving money from
other people's accounts into their accounts. In the same vein, throughout a four-month operation called
"Rewired," the Federal Bureau of Investigation (FBI) in the United States and the Economic and
Financial Crimes Commission (EFCC) of Nigeria made 281 arrests. 167 of'the 281 people detained for
various offences were Nigerian teenagers (Olarewaju, 2020).

Statement of Problem

Over the past decade, there have been an exponential increase in the total number of hosts
connected to the internet, In Nigeria, cybercrime has become one of the most widely used ways to steal
money and engage in corporate espionage. Nigeria was ranked as the 16th most susceptible nation in
Adrica to cyberattacks as of 2016 by Check Point, a leading provider of network security (Ewepu. 2016).
Young people commit cybercrime, according to Oludayo (2013), Suleiman (2016), John (2017}, and
Philip (2020), because of social influencers like family, religion, and peer groups. This is noteworthy
given that on July 16, 2020, the EFCC. acting on a referral from the FBI, arraigned Kenneth Gift. a 22-
year-old Uniport student, along with his mother and girlfriend, for internet scams. In the same vein, on
January 28, 2020, Damilola Ahmed Adeyeri and his mother, Alaba Kareem Adeyeri, were found guilty
on four counts of conspiracy and acquiring money through pretence totalling $82, 570 by the Federal
High Court in Ikoyi, Lagos.

Bolaji (2016) asserts that Nigerians are well-known for being prolific cybercrime criminals both
domestically and globally. A disproportionately high number of Nigerians have been detained for
dishonest behavior by television broadcasters when compared to nationals of other countries, Nigeria's
development has benefited from the Internet in many different ways. However, these sectors such as
banking, e-commerce, and education. face challenges as a result of cybercrime. Each new cybercrime is
muore sophisticated than the one before it, and the number of these erimes is rising alarmingly. Olubokola
(2017) stated that four of the top ten countries in the world with the highest incidence of cybercrime are
in Africa (Nigeria, Cameroon, Ghana, and South Africa)ina 2011 World Bank report.

As it was predicted that Nigeria suffered an annual financial loss of N250 billion ($649 million)
in 2017 and N288 billion ($800 million) in 2018, cybercrime activities in the country have been
investigated as a driving force that posed a lot of negative economic consequences on the nation
{ Proshare, 2020). Alongside damaging the nation's brand, cybercrime makes it challenging for startups
and small and medium-sized businesses to conduct business and discourages international corporations
from making economic investments in the nation. Cybercrime operations have cost individuals money,
intellectual property. or private information, and the harm can be severe. Senior citizens and other
vulnerable people are frequently the targets of cybercrime. Over 62,000 Americans aged 60 or older
reported losses totalling more than $649 million in 2018 (Proshare, 2020).

The Nigerian government has established mechanisms 1o address the issue as a result of the
rising rate of cybercrime activities in the nation. Among them is the Economic and Financial Crimes
Commission. which is tasked with the obligation of arresting and prosecuting anyone discovered
committing an act of cybercrime, as well as providing jobs, retention programs, loans, and subsidies,
among other things. The government's legal structure and level of policy implementation, however, are
thought to be the primary causes of the rise in youth-related cybercrime,
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Research Objective

This paper explores the relationship between poverty and youth engagement in cybercrime in
Nigeria. The paper also conceptualizes some of the essential concepts, such as Cyber-security,
Unemployment, poverty, and social influence to help readers cateh the discussion.

Methodology

Torealize the central objectives of this paper, the qualitative method was used and the secondary
source was largely adopted in the area of cybercrime in Nigeria. The paper made use of data obtained
from unpublished and published documents such as journals, newspapers. essays, textbooks, thesis and
online materials.

Conceptual Discourse

Conceptof Cybersecurity
The goal of cybersecurity is to protect cyberspace from threats, namely cyberthreats. The term

"cyberthreat” refers to a broad variety of malicious actors using information and communication

technology (ICT) either as a target or a tool to cause harm. National security may frequently be involved

in some cases of cybersecurity; however, the two terms are frequently misunderstood. according to

Migeria Cybercrime Working Group (NCWG) coordinator Udotai (2002) and Odumesi (2006). The

phrase "cybersecurity” only relates to the security of networks and systems, which include computers,

electronics, and auxiliary equipment. As per Udotai (2002) and Odumesi (2006), common cyber-
security concerns include information confidentiality, system integrity, and network survivability (CIS).

Safeguarding systems and networks against illegal access, data manipulation from within, and defence

against infiltration from without are among the major goals of cybersecurity, According to how it is

frequently used, there are three aspects of cybersecurity:

A A collection of activities and other non-technical actions designed to safeguard computers, data
centres, related hardware, and software from threats to national security as well as the
information they store, transmit, and convey, including software and data;

b. The level of protection brought about by the use of these practices and precautions;

C. The complementary sphere of professional endeavour, including research and analysis, focused
on putting these activities into action and enhancing their effectiveness.

Because information security is at the core of the issue, cybersecurity is therefore more than just
information s¢curity or data security but is also strongly tied to those two sectors., All facets of
information protection are referred to as information security, These factors are typically divided into
three groups: information availability, confidentiality, and integrity. Information is protected against
disclosure to unauthorized parties by confidentiality, whereas information is safeguarded against
unauthorized alterations by integrity. "Availability” means that upon request, the information should be
made available 1o the appropriate parties. Accountability, which refers to the need for an entity's
activities to be individually traceable to that entity, is occasionally added to the list,

According to Frank (2013), cyber-sccurity is the grouping of techniques, concepts, and
safeguards that can be utilized to sccure an organization's and a user's assets online. It also includes
training programs. best practices, assurance measures. and technological advancements. The assets of
an organization or user comprise their staff, infrastructure, applications, services, digital infrastructure,
and all of the information that is ransmitted and/or stored in the cyber environment. To protect assets
belonging to an organization and its users from appropriate security risks in the eyber realm, cyber-
security aims to assure their attainment and maintenance. Consequently, from, the foregoing cvber-
security can be seen as the following:

i An issue with ICT that can be addressed as an information assurance or I'T security issue, with a
significant emphasis on Internet security. Hence, policies try to use technological tools like ports,
anti-virus software, or intrusion detection software to combat threats to information systems.
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The main hazards viewed include cyber-attacks as well as accidents, system failures, poot
programming, and human error,

1. Cybersecurity as an economic constraint. Business continuity, and notably e-business. which
depends on constant access to ICT infrastructures and constant availability of business processes
to enable optimal company performance, are both crucial to this issue. Private sector
representatives are the key plavers. Viruses and worms, human error, hacker attacks of various
kinds, and cybercrime are the biggestrisks.

ii. Cybersecurity is considered a problem for law enforcement and as having an impact on
cybercrime. The term "cybererime™ has many different definitions and can refer to anything from
crimes made possible by technology to crimes against individual systems. Law enforcers are the
major players. Cyberterrorism as well as a computer crime are the biggest threats.

iv. Cybersecurity is a problem for national security. Because they rely on ICT, society as a whole and
its fundamental principles are at risk. Many layers are targeted in the threat's defense (the
technical, legislative, organizational, or international levels). Security experts are the major
players. In addition to information warfare threats from other states, terrorists pose the biggest
menace.

Concept ot Poverty

There are many ways to define poverty. Some scholars argue that it should be quantified, while
others argue that a broader definition should be used. While some people interpret poverty in terms of
income, many people think of it as multidimensional, based on indicators like (i) low income, (ii) low
levels of education and health, (iii) impairment to wellbeing or financial difficulties, natural catastrophe,
violence and crime, and education curtailment), and (iv) voice-lessness and powerlessness, such as:
feeling discriminated against, lacking income earning opportunities, being mistreated by state
institutions, and having no legal standing (Olubukola, 2017). According to the United Nations, poverty
goes beyond a lack of money and useful resources for sustaining livelihoods. It shows up as starvation
and malnutrition. restricted access to healtheare and other necessities, social isolation and prejudice., and
a lack of involvement in decision-making. More than 736 million people in 2015 were living below the
poverty level. Before the pandemic, 10% of the world's population struggled to meet even the most basic
needs. including access to water and sanitation, education, and health care.

According to Rafin, et al. (2017). poverty is considered a limitation that worsens people's
purchasing power and living conditions. These characteristics include persistent structural imbalances, a
slowdown in economic growth, low GDP growth and high population growth rates, underdeveloped
sectors and means of production, depletion of natural resources, obstacles to economic development as
the engine of the economy, and limited access to the majority of the population. Measurements of
poverty aim to pinpoint the impoverished. The metric that is most frequently employed is the headeount
poverty index, which 1s determined by the proportion of the population that resides in households with
per capita consumption below the poverty line. (i1) the poverty gap index. which measures how far the
average poor person's earnings deviate from the poverty threshold; (iii) the curved poverty gap, which
displays the median of the squared proportion rate squared poverty gap, which measures the severity of
poverty: and (iv) the poverty gap index. According to Bello (2009), people are considered to be in
absolute poverty when their income is below that required for basic survival, as opposed to low income,
which is determined by other members of their community's standard of Tiving.

Cybercrime perpetrators are young people who lack of necessities of life as a result of poverty.
Nigerian fraudster Ramon Abbas known as Hushpuppi born to a taxi driver and bread seller in Lagos,
Nigeria, on June 14 1982, Abass grew upon the streets, working as a beggar and gambler for much of his
life, before turning to cybercrime where he amassed great wealth.
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Concept of Unemployment

The International Labour Organization in their contribution has it that the unemployed are
numbers of the economically active population who are without work but available for and seeking
work. They also include people who have lost their jobs and those who have voluntarily left work (World
Bank, 1999),

On the part of Bassey & Atan (2012), Nigerian has the potential for rapid economic growth and
development, with her rich human and material resources, vet the country's economic performance has
been described as being truncated, erratic, dismal, and largely unimpressed (Ajayi, 2002; lyaha &
Onakhi, 2002; Kayode, 2004; Ekpo. 2008).

Agents of Social Influence in Cybercrime in Nigeria

Oludayo (2013) argued that the unrestrained pursuit of materialism in the Nigerian society is one of
the factors driving young people to devise dubious ways of acquiring wealth rather than adhering to the
rules set forth by society. For instance, it is expected that a young person will move through their
educational system, do the required NYSC, and then find meaningful employment. Regrettably,
Nigeria's pervasive corruption further motivates young people to forgo hard work and foster an
aspiration to get affluent at any cost. Therefore. it is believed that the following social elements have an
impact on the rate of cybercrime in Nigeria.

Peer Influence

Younyg internel users may be influenced by their peers. According to reports, hackers frequently
build social networks with their online friends, and to get their approval or recognition, they may
demonstrate their ability to steal accounts. [t may be argued that teenagers feel comfortable in their social
group. They frequently desire to go on "a Might of fancy" because they live in an adventurous world, and
their peers give them the supportive atmosphere they need to do so. Hence, some young people may
engage in cybercrime while disregarding the repercussions only to stand out from their law-breaking
classmates (Philip, 2020),

According to John (2017), peer pressure not money lures young people into cybercrime. Young
people’s involvement in cybercrime is attributed in large part to peer pressure and the desire for
recognition, Few, if any, of those who break the law online would have done so in a traditional setting,
Young criminals frequently don't prioritize monetary gain as their main goal. Perhaps more significant
factors in [ostering cybercrime are the sense ol accomplishment one feels alter completing a task and the
need to prove onesellto others to enhance online reputation, Cybercrime was committed by some young
individuals because they thought it was "cool." Some offenders start by using gaming cheat websites and
"modding" forums before moving on to criminal hacking groups. When young people leave their homes
to pursue a university education, which frequently leaves them exposed to joining gangs, Suleiman
(2016) argues that association with delinquent peers can make a child more susceptible to corruption in
adulthood. The majority of people who engage in cvberfraud or other crimes are gang members.

Family

In today's world, it is impossible to avoid peer social connections. The same interaction, though,
is a known trigeer for aberrant conduct. Parenting in Nigeria has been less effective over time as a result
of the purswit of economic objectives. While sending their children to school. parents have little choice
but to grant them temporary freedom, which greatly promotes the development of voungsters who are
unconstrained and who explore their surroundings without thinking about the implications for their
families (Oludayo, 2013), Wards have little choice but to be guided by internet fraud.

Custom or Religion
Although Nigerian law makes online fraud a erime. The majority of online fraudsters, sometimes
referred to as Yahoo Boys or Yahoo Plus Boys, seek the assistance of herbalists, clergymen, and alfas to
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create charms that increase success (fetish items) to increase their chances of obtaining more victims to
scam. According to Oludayo (2013), Internet browsing is combined with charms like Afose (do as [ say),
Oruka-Ere (charmed rings), Tjapa (tortoise), Ose Awure (success-boosting soap), and Atona (pathfinder)
to make victimizing victims simple. It should be emphasized that the herbalist, pastor, or alfa who is
approached is typically accompanied by followers that they preach to or influence (Oludayo, 2013).

Concept of Corruption

Umaru (2020} Nigeria has maintained its abhorrent position in the global corruption rankings. In
terms of global corruption, Nigeria was placed 144th out of 176 nations in 2018 and 149th out of 180
countries in 2020, according to a poll by Transparency International.

Due to Nigeria's high level of corruption, many young people find eybererime appealing because
there is little chance of being detained or facing legal action. Moreover, some dishonest law enforcement
officials continue to harass young people using the law and collaborate with offenders to secure hurried
plea deals so they can profit from their crimes. For instance, the EFCC's acting chairman. Ibrahim Magu,
was removed from office after being accused of egregious wrongdoing (Premium Times, 2020),

National Security

The ability to defend onesell has been deseribed in terms ol national security, National security,
according to Asad. reported in Awosusi & Ogbuleke (2019), cannot be understood solely in terms of the
military. National security is intricately entwined with socioeconomie, cultural, and national integration
components of development and modernization, According to Okoli & Opaleke (2018), national
security includes safeguarding a political entity from all threats, including military, psychological,
social, economic, and technological ones. According to Felix (2017), the componenis of national
security are political fortitude, human capital, economic foundations, technological proficiency,
industrial base, access to natural resources, and military might. According to Holmes (2015), national
security refers to the protection of the state as a whole. The highest kind of national security involves
defending the state against external threats and preserving state secrets, and it involves using armed
forces to do so. Both national defense and the safeguarding of a number of interests, such as economic
and geopaolitical interests, are included in the concept of national security. As a result, the working
definition for this study is that national security refers to a state's provision of fundamental elements that
ensure both economic prosperity and the safety of its citizens against both internal and external dangers,
Threats here is in form of some attack that broad-ranging and could refer to economic attack, political
attack, religious attack, or technological attack i.c., cybercrime. By extension, a direct attack on
individuals and organizations (public or private) to deprive them of the capacity to enjoy cconomic well-
being that may have otherwise been provided by the state, is an attempt to undermine national security.

Economic Development Policies and Programmes

The government has over the years created jobs, retention programs, loans, subsidies, and other
initiatives to raise the standard of living in Nigeria and boost the country's economic growth, Nigerian
government institutions, the World Bank. non-governmental organizations (NGOs), and even private
sector donors have recently targeted young people in Nigeria (Ambrose, 2020).

The government initiated and supported Entrepreneurship Development Centres (EDCs),
launched the Microfinance Policy, Regulatory and Supervisory Framework for Nigeria, and introduced
the NYSC sensitization, Venture Prize Competition, and NYSC Entrepreneurship Training
Programmes, among other initiatives to help empower youths and diversify the economy. It has also
participated in programs such as the Youth Enterprise with Innovation in Nigeria (YouWIN!), the Youth
Initiative for Sustainable Agriculture in Nigeria (Y 15A). the Subsidy Reinvestment and Empowerment
Program (SURE-P), the Graduate Internship Scheme (GIS), Africa Youth Empowerment Nigeria
{ AYEN), the Youth Entrepreneur Support Program ( Y ES-P), and the N-Power Empowerment Progran.
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Organizations and donors from the corporate sector have also contributed a little amount of
money. Youth Empowerment and Development Initiative { YEDI), Diamond-Crest for Youth Education
Foundation, Tony Elumelu Foundation for Entreprencurship in Africa, New Era Foundation, Youth for
Technology Foundation, and LEAP Africa are among them. All of this was done to increase job creation,
reduce poverty, and generate revenue for both individuals and the government. Irrespective of all the
above-mentioned policies and programs aimed at increasing youth employment, hence leading to
economic diversification, economic growth, and development, Nigeria still faces a lot of challenges
toward creating sufficient job opportunities for her unemployed youths.

Theoretical Framework
The research was guided by the following theoretical framework:

Theory of Structural Functionalist

In order to adequately provide a vivid explanation, prediction, prescription and analysis of the
issue of Security challenges that pervaded Nigeria's federal arrangements right from the local levels to
the tederal level, Structural-functionalist Theory (SFT) was adopted by this paper. This is believed by
the view that this theory will help to gain depth understanding of cybercrime in Nigenia. The adoption of
this theory is justified in the ability of theory in providing a proper analysis of why cybercrime activities
are yetto be curbed.

Structural functionalism as wholly explained refers to the large-scale social structures and
institutions of society, their inter-relationships, and their constraining influence on actors (Ritzer, 2008),
Historically, some founding fathers of sociology like Herbert Spencer, Auguste Comte and Emile
Durkheim, laid the classical foundation of structural-functionalism. Talcott Parsons later redefined it to
reflect his work titled “the social system™ in 1951 (Scott & Marshall, 2005). From a theoretical
perspective in sociology. functionalism holds a view of society as a social system that is made up of
difterent parts, which are interdependent and interrelated (1gbo, 2013). These important parts of society,
which include the family, school, government, law enforcement agencies; economy, ete. perform
various functions positively toward the maintenance. stability and survival of the social system
{Ravishankanr, 2019),

From the organism analogy, the functionalists equate the human society with the human or
biological organism that has a structure comprising organs, systems and capillaries, which must function
for the maintenance and survival of the whole organism. To understand the structure of the organism
{man), the respective parts and their inlerconnected funetions must be examined. The foregoing forms
the basis of Parsons' concept of Adaptation. Goal maintenance, Integration and Latency function
(AGIL). Thus, AGIL is an elaborate model of systems and sub-systems. It implies that for any society to
survive. each system must meet the aforementioned four functional prerequisites namely: Adaptation
(adjustment to the physical environment); Goal attainment (a means of organizing resources to achieve
societal goals and obtain gratification), Integration (forms of internal coordination and ways of dealing
with differences), and Latency or pattern maintenance (means of achieving comparative stability). A
problem inone component might hinder the growth and existence of the other components, Although the
parts make up the whole, the existence of the whole depends on the presence of the parts. Social
influence, poverty, unemployment. and crime all function as necessary but inevitable components of the
system, which together increase/decrease society's overall efficacy and efficiency.

Relevance of the Theory of Structural Functionalist to the Study

The theory emphasizes social order based on tacit agreements between people and state or
society, views shared norms and values as the cornerstone of society and views social development as
slow and orderly. The other component ol the system will be impacted i one component of 1t is
inefficient. For instance, a state’s economic growth will be impacted by the political system's
inefficiencies. The theory demonstrates why the ineffectiveness of the legal system and law
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enforcement, as well as unemployment, family, custom, religion and poverty, are the main factors
promoting cybercrime activity in Nigeria. The point of emphasis here is how social equilibrium can be
achieved and maintained between and among the various elements or institutions of a social system and
sub-systems in such a way that all the assigned institutions in Nigeria should rise to the task of meeting
their daily functions and responsibilities in order to reduce the level of social vices (Ritzer, 2008).

Theory of Technologyv-Enabled Crime

The theory's core finding is that it incorporates several kinds of concepts to assist society to
comprehend why crimes co-evolved with computer and telecommunications technology to become
among the most complicated and challenging types of crime to prevent, imvestigate, and regulate,
According to McQuade (1998), understanding and managing relatively complicated criminality might
be challenging at first, and there is an ongoing struggle between law enforcement and the criminal
element for technological superiority. Law enforcement must keep up with criminal activity to avert,
regulate, dissuade. and preventemerging types of crime. According to McQuade (2006), the technology-
enabled crime theory includes:

a. crimes conducted specifically against computers and computer systems.

b. This category of eriminal activity is frequently referred to as high-tech crime, computer erime, or
cvbercrime.

C. Using gadgets for traditional crimes or to help others do so.

d. The use of technology can make it easier to commit crimes including fraud, scams, and

harassment, which presents fresh problems for long-standing offences.

The theory offers a framewaork for comprehending all types of criminality, particularly those that
are developing as a result of advancements in computing and telecommunications technologies. The
theory is relevant for comprehending current challenges provided by transnational criminal
organizations, terrorist networks, and new forms of cybercrime that challenge established criminal
justice systems and security precautions for preventing and managing crime. The theory is important to
this study because it sheds light on the new tools and methods used by cybercriminals - a transition from
basic crimes performed with simple tools to complex crimes committed with sophisticated instruments.
Also, it aids in comprehending novel instances of social abuse, criminal activity, and other forms of
deviance brought on by cutting-edge technological use.

Relevance of Technology-Enabled Crime to the Study

The theory offered a framework for comprehending all types of eriminal behaviour, particularly
those that are developing in response to advancements in computing and telecommunications
technology. The theory is relevant for comprehending current challenges posed by international criminal
networks, developing forms of cybercrime, and terrorism networks that challenge conventional
techniques of eriminal justice and security measures for preventing and managing crime,

The theory is important to our study because it sheds light on how cybercriminals are adopting
new tools and tactics, which represents a change from basic crimes to complicated erimes using complex
tools, Also, it aids in comprehending novel instances of social abuse, criminal activity, and other forms
of deviance brought on by cutting-edge technological use.

Conclusion and Recommendations

Youth unemployment has continued despite efforts by Nigeria's successive administrations to
address it through the implementation of targeted programs and policies that are meant to increase
employment and combat poverty. The main causes of cybercrime among young people include poverty,
unemployment, unfairness, and the inability of socialization agents to educate the public about the
negative impacts of cybercrime, which are harmful to both individual and societal development. One of
the main ways that cybercrime threatens society is by undermining the importance that society places on
working hard to get money. According to the structural function theory, the effectiveness of one
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component of the political system will have an impact on how well the other components of the system
work,

Hence, new behaviours frequently lead to the destruction of moral principles and acceptable
social norms, This is hardly surprising given that riches and success are socially desired in Nigeria;
nevertheless, many vouths are prevented from achieving success through legal channels, which
encourages them to turn to cybercrime. Cybercrime also has an impact on people’s financial situations,
which inevitably has an impact on their physical and mental health. To effectively engage the energies of
the young people in growing the economy and curb the involvement of youths in cybererime.

The majority of the scholars also concurred that youth unemployment in Nigeria has a significant
influence in encouraging cybercrime. The writings of Umaru (2020), who maintained that a high
unemployment rate has socioeconomic, political, and psychological repercussions, support this. This
dynamic promotes the growth of urban urchins and street kids (also known as "area boys") who are
raised in a society that values criminal activity. Young people without jobs have free time and easy access
to the internet, which they use to commit cybercrimes.

It was shown that teenagers' involvement in cybercrime was a direct outcome of their poverty.
Forinstance, inequitable access to necessities of life 1s a major factor ill Nigerian cybercrime operations,
According to Olubukola (201 7), while poverty can be defined in terms of income, many people view it to
be multidimensional and based on markers like (1) low income, (i1) poor levels of education and health,
(iii) vulnerability to health or income loss. natural disaster, crime and violence, and education
curtailment and (iv) stridency and powerlessness (such as feeling discriminated against or having few
opportunities for revenue generation).

The following are recommended as strategies to address the undesirable crisis that has been
engendered by the malaise, Adolescents should be empowered through numerous programs aimed at
eradicating poverty. As the government works to create various programs to eradicate poverty,
meritocracy must be a process of empowerment rather than favouritism if it is to work. The Nigerian
National Youth Policy should also be completely executed to guarantee the youth a bright future. To give
young people access to social and educational resources as well as basic education, healthcare, and jobs,
long-term planning should be implemented. The government should work with UBE and NUC to inform
students and young people about the benefits and drawbacks of using the Internet. by revising the
curriculum and adapting it to match the problems with cybercrime. To raise knowledge of the many
types of cybercrime. deliberate efforts must be made.
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